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BACKGROUND AND MOTIVATION RESULTS: IMPROVING CORRUPTION ROBUSTNESS

EWS: TRAINING BY ENHANCING WEAK SUBNETS

Deep networks are vulnerable to image perturbations and often yield large performance drops.

Key Components of Enhancing Weak Sub-networks (EWS):

e Comparisons on CIFAR-10/100-C

We study this issue by investigating the performance of their internal sub-networks (subnets). e Finding particularly weak subnets i CIFAR-10 CIFAR-100
: : : : . : ® Enhancing weak sub-networks via knowledge distillation Clean Error (%) | | Corruption Error (%) | | Clean Error (%) | | Corruption Error (%) |
e [tis well-known that deep networks contain some well-performing subnets, i.e., winning tickets. .
P P 5 r 1€ 5 Vanilla | 5.32 (-0.00) 26.46 (-0.00) 23.45 (-0.00) 50.76 (-0.00)
e However, the role of the remaining subnets still remains unexplored. " Enhancing Weak Subnets with Knowledge Distillation Standard Dg}:%ut i. i g Eg ; g gg ;Z E(l)gg gg 33 5(1)32; iggg E(l)ég;
i : - . " ( Searched Subneta ) [ Full Network M N ! st s o il B gt S
80 F RelatlonsplpbetweenSubnetRobustness and Overall Network Robustness : Finding Particularly Weak Subnets : s Ienputu 7 Input : Vanilla 4.05 (-0.00) 16.19 (-0.00) 23.02 (-0.00) 44.37 (-0.00)
| - & _ N
* K K X | Subnets Full Net / Controller Model g \ | —— é} = o TS Cl) = : AutoAugment | Dropout 3.91 (-0.14) 16.04 (-0.15) 22.84 (-0.18) 44.09 (-0.28)
<3 Vanilla L | e Select Path  Select Channel Select Path  Select Channel : sl e , EWS 3.23 (-0.82) 14.31 (-1.88) 22.16 (-0.86) 42.40 (-1.97)
< T Dropout ] * Decisions:| pathz [, [ SPMEITL | pagns Channel? . gnanne:;%%] { } [%%% { } | Vanilla | 4.35 (-0.00) 13.57 (-0.00) 22.45 (-0.00) 38.28 (-0.00)
o L ST S (0 E Enhancing Weak Subnets (EWS) [ * T ‘3 T T “: T e (C00) (000 | EWS 3.76 (-0.59) 10.80 (-2.77) 21.81 (-0.64) 35.24 (-3.04)
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Figure 1: Performance of 1,000 randomly sampled subnets with 70% of paths/channels from a Figure 2: Overview of the proposed Enhancing Weak Subnets (EWS) training method. %22_0 o
ResNet-50 on ImageNet. :
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> Standard AutoAugment AugMix DeepAugment 0 30 60 90 120 150 180
Observations: TRAINING METHOD o C . Epoch
: omparisons on ImageNet-C
* Most subnets perform rather poorly. Subnet Construction: Select A Subset of Paths Select A Subset of Channels Method mCE | |Gauss. Shot Imp. Defoc. Glass Mot. Zoom Snow Frost Fog Bright Contra. Elas. Pixel JPEG
- - Vanilla [76.5(-0.0)] 80 82 83 75 89 78 80 78 75 66 57 71 8 77 717
|
The poor subnet performance is correlated with the overall lack of robustness. Standard |Dropout|76.5(-0.0)| 77 79 8 78 90 79 87 77 77 61 58 70 84 T5 76
Idea: Explicitly identity and enhance these weak subnets to improve overall robustness. | EWS |751(-14) 75 76 77 73 87 77 79 80 73 65 58 73 83 74 75
AutoAuomen(| VANIa [727 (-0.0)) 69 68 72 77 8 80 81 79 75 64 56 70 8 57 71
| S EWS [71.7(-1.0)) 67 68 71 78 8 78 79 178 173 64 55 69 86 56 72
AuoMi, | Yanilla [68.4(0.0)) 65 66 67 70 80 66 66 75 72 67 58 58 79 69 69
CONTRIBUTIONS S EWS [67.5(-09) 64 63 63 70 81 65 66 72 170 64 57 63 79 64 70
Vanilla [60.4 (-0.0)] 49 50 47 59 73 65 76 64 60 58 51 61 76 48 67
.. : : . DeepAugment
 We propose a novel robust training method which identifies and enhances weak subnets (EW5) e EWS |58.7(-1.7) 48 48 47 58 72 58 62 63 62 58 50 56 74 47 62

Figure 3: We select paths (left) and channels (right) in each block of the network.

to improve the overall robustness of the tull network.
Finding Particularly Weak Subnets: minimizing the expected accuracy of the selected subnets

RESULTS: IMPROVING ADVERSARIAL ROBUSTNESS

* To this end, we develop a search algorithm that obtains weak subnets by identifying particularly

weak paths/channels inside the full network. Given a weak subnet, its performance is further m@in Lammg [B(0)] PreAct ResNet.18 WRN-28.10 WRN.34-10

enhanced by distilling knowledge from the full network. This approach is not only very scalable, o Weak Sulb e vin K edoe Dictillat et Clean | PGD-20] AA] |Clean|/PGD-20] AA] |[Clean|PGD-20] AA/

. .. . nhancing Weak Sub-networks via Knowledge Distillation Vanilla [5€]| 17.54 49.18 52.96 (-0.00)| 14.89 45.17 47.81(-0.00)| 14.74  45.39 47.47 (-0.00)

it also adds negligible computational overhead. o EWS | 1685 47.99 51.84 (-1.12)| 1457 4424 47.17 (-0.64)| 1433  44.04 46.58 (-0.89)
: : : L = L M AL M 27 _ i !

* In experiments, we apply EWS on top of state-of-the-art data augmentation schemes to improve (9) ce(M(@),y) + M’ :\;715 é;j]s ggg jg'g; g(l)j; E_g'gg; iggi ﬁ’?,; jg':; E_g'ggg }:Z ﬁ'ﬁg jg'gg E-ggg;
accuracy and corruption robustness on CIFAR-10/100-C and ImageNet-C [?]. Moreover, we also enhance wealk subnet Vanilla [8S]| 17.42  46.88 50.84 (-0.00)| 15.50 44.11 47.40(-0.00)| 15.32 43.84 46.89 (-0.00)
demonstrate the generality of our approach for improving adversarial robustness on top of recent | | Combining EWS with Adversarial Training TRADES|_ EWS | 17.10 4573 49.67(-1.17)| 15.09 4345 46.72(-0.68)| 14.56  43.13 46.06 (-0.83)

. o . AWP [RZ 18.27 45.36 49.62 (-0.00)| 14.84 41.25 44.86 (-0.00)| 15.55 40.85 43.90 (-0.00)
adversarial training methods. Importantly, our approach is complementary to all these methods R L' y)| where /= argmax Log(M(z'),1) AWP-EWS | 17.67 4420 4858 (-1.04)| 1430  40.40 4422 (-0.64)| 14.13  40.05 43.17 (-0.73)
and improves consistently across a wide range of approaches. w @y~ D ’ o[ <e I TRADES-AWP* | 17.13  43.68 48.37(-0.00)| 1337 3851 41.97(-0.00) 12.73  35.97 40.74 (-0.00)

- TRADES-AWP-EWS*| 16.62 42.33 47.23(-1.14)| 12.59 37.60 41.23 (-0.74)| 11.90 35.19 40.05 (-0.69)

L(z',y) = Lop(M(2),y) + Mk, (a(z'), M (2"))



